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Alstom: Four main activities

92,600 employees in 100
countries

Thermal Power sector Renewable Power sector Grid sector
Equipment & services foEquipment & services for Equipment & services folEquipment & services
power generation power generation power transmission for rail transport
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Alstom Transport, the only railway multi-
specialist

4,700 employees In more than

countries

all businesses of rail sector * N in high and very high speed
« The most complete range of systems, * N°2in urban transport (tramways, metro:
equipments « N2 in signalling

and services:

Rolling Stock / Infrastructures / Signalling / Services °
/

Turnkey transport systems

N2 in maintenance
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A wide range of products and services
I

Infrastructure, signalling, services and
maintenance

SIGNALLIN

Etlas: Revolution in interoperable
drive systems

Urbalis: Optimal and efficient
monitoring
of complex urban transport systems
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Our work In a nutshell

Towards Integrated Model Based System and Safety En  gineering —
Eﬁlre%xg I<§Ld@H)Otlr\]/ations:

*Development of complex and safety critical system engineering;

sInsure traceability of system design modelling artefacts and safety assets;

*Perform computer aided safety ‘early validation’: Simulation of hazardous
scenarios, accident sequences analysis and generation of fault trees.

______

From document

base SE to model
based SE

(SysML)

Safety early
validation with
formal modelling

(Altarica)

Build DSL for
safety activities

(PHA — FMEA)

Traceability & Altarica generated model from Safety
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Objectives

 Context of Work

e SysML model
 IMOFIS DSL for PHA
* Eclipse Modelling Framework

 Develop a DSL for FMEAs

« FMEA modelling

« Errors propagation though the dataflow

 Insure traceability with SysML system specification
e Insure traceability from Hw-Sw to PHA (bottom-up)

 Formalise the FMEA hierarchy
(translation from DSLs to Formal model)

« Generate the accident cases sequences
 Generate Accident cases Fault Trees

 Identify critical failures paths

e Simulate the dysfunctional behaviour of the system
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Context: Railway signalling system development
|

Safety critical development process:  “Traditional V -Cycle™

User Need

System
specification

. Commissioning

Architecture
.Validation

Design

.Verification

Implementation
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Context: Railway signalling system development
|

Safety critical development process:  “Safety Activities

Preliminary Hazard
Analysis (PHA)

System Hazard Analysis
(SHA)

Subsystem Hazar . Certification

Analysis

Hw / Sw Hazard
Analysis

Jerification
report

Safety Review
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From document Safety early

base SE to model sz;glcd Ecstilx_/ijc:?ers validation with
based SE y formal modelling
(SysML) Flr= Siles) (Altarica)
Traceability
U

Model Based Approach
System Design with SysML
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Specification with SysML

LD cParkages Susten (RTC Three viewpoints
=Blocks CETC .
EI <Package > Operational viewpoint .Operatlonal
07 <Package> Functional viewgoint Functional : Activities Hierarch .
E|El <Package = Constructional viewpoink . . A”OC&tIOI’]
EfFT <Package> subsystem ATS *Constructional: Blocks Hierarch

B <Blocks ATS
EIEI «Package= Functional wiewpoint
-8 <nctiviy > A1-FES-ATS
E-F3 <Package: DataaTs
- <Block> TripCollection CBTC
_5 ----- B3 <Package= Conskructional viewpaoink
=) EI <Parkage = subsystem Tkl T
- cBlocks THL
EIEI <Package> Functional viewpoint
-8 <hctivity > AL-FES-TAL
=BT <Package:> Data IxL
: - «Block> TE Route
“-F7 zPackage: Constructional viewpoint \l, \l,
=BT <Package> subsystem ZC . CC
w1 <Blocks 7C CC Vital :
. . . NonVital

EI <Package= Functional viewpoint

I ; a: ianﬂ E nnst: :t nna ﬂ Dn.nt . .
=) EI <Package = subsystern CC ‘ ; ; ;

#-E2 <Blocks CC Hw Sw Hw Sw

EI <Package= Functional viewpoint

=-B5 <Package= Constructional wigwpoink
E-E3 «Package® subsystem CC-Monvital

B <Blacks CC-Monvital

P epackage s Functional viswooint . . .

=5 <Package> subsystem CC-4ia O lterative process over the constructional hierarc
-] <Blocks CC-vital
| <Package = Functional viewpoint

E_EI- £ =Package= Physicaﬁnterface
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lllustration of System Eng. Concepts in SysML

|
SysML representation of SE
concepts

« Operational viewpoint ... w
— Environment of the == F”"‘i‘h“;”i%tzﬁ" o Yo ]
system |
— Context of use !

* Functional viewpoint (] ( - ) [ \]
(Function = Activity) | . L

e @@@mmw@@@

— Functions behaviour

...........................
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From document Safety early

base SE to model sz;glcd Ecstilx_/izioe"s validation with
based SE y formal modelling
(SysML) Flre= Fhilesy) (Altarica)
Traceability

Model Based Approach
Safety Process & Safety DSL
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-

Hazards Analysis on SysML System Specification

-

CHTC

lack= CBTC

-E3 <Package > Cperational viewpoink
-E3 <Package > Functional viewpaint
-F3 «Package Constructional viewpoink

E.

E.

B3 <Package = subsystem 4TS
B <Blocks ATS
EIEI «Package= Functional wiewpoint
-8 <nctiviy > A1-FES-ATS
E-F3 <Package: DataaTs
: - <Block> TripCollection
_5 ----- B3 <Package= Conskructional viewpaoink

£ «<Package: subsystem TEL
- cBlocks THL
EIEI <Package> Functional viewpoint
-8 <hctivity > AL-FES-TAL
=BT <Package:> Data IxL
- «Block> TE Route

E.

L. <Parkage= Constructional viewpoink
B3 =Package: subsystem ZiC

#-E <Blacks 2C

EI <Package= Functional viewpoint

e E iEﬂEiﬂﬂﬂE Ennst: :tnna = DI;IDt

3 «Package: subsystemn CC

@ chlocks cC

EI <Package= Functional viewpoint

=-B5 <Package= Constructional wigwpoink
E-E3 «Package® subsystem CC-Monvital

B Blocks co-Monvital

‘P wPackage > Functional viewooint

Eltl =Package= subsystem CC-Yikal
-] <Black C-vital

“-F7 zPackage:= Functional viewpoint

10 =Package = Physicaﬁnterface
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Accident Cases

/]\

ATS — IXL — ZC — CC — SHA
SHA SHA SHA (FMEA)
(FMEA) (FMEA) (FMEA)
Effects of
functions
rallures
CC NV - CCV -
SHA SHA
Consequencaes (FMEA) (FMEA)
T
Causes SWEEA SWEEA
- FMEA Hw FMEA Hw
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Hazard analysis with the DSL

Overview of the context of the analysis

Data mode fist

carrect
BITONEOUS
woid

% Library: imafis = SyshLmodel
_Trainzystem

| . y
o= Library: IMOFIS /5| PHA; imafis
" Alstarn library

[PH& , SyshLmodel]
2 SystLmodel

wb [Scenario1-= Hazard: Wrong travel direction, Function izsues: | F1_TrainSystem

W [Scenario 2-= Hazard: Suddenly opening of train doors, Function issues: |
1 [Scenario 3-= Hazard: Hazard, Function issues: |

FMEA of F1.2_ATO
i SEF12_ATO
TR = <+ BIrONOEOUS MEssage
TS == 4 Nomessage
7
S ? .
Pia 1 ™ i
o i =
- L |
FMEA of F1.3_ATP_WS FMEA of F1.4_ATP_CC FMEA of F1.5_ATP_CC
GFA_ATP WS S5 F1.4_ATP_CC -
rroneous Message <+ Erroneous Message < Erroneous Message .
4 E il & E M & E i ¥aic
- < No Meszage <+ No Message <+ Mo Message R
A e I B i FMEA of F1.5.4_YalidateTR
FMEA of F1.3.1_ValidateTR kA W
= ;| - - So . |8 F154 valideteTR
ﬁ F1.31_ValidateTR > % ; A L 7 ? \ . < Undected Wrong Data
% Undected irong Data " ' \ ' S I ) ‘ o 4 Validation hot Wiorking
i : i TR
4 Walidation Mot Workin L & : . by f ! " W < Erronenus Input 142
<+ Erroneous Input | L e * 5 [ el |r1 F . . 4
. ' X . ' ' v e \ FMEA of F1,5.3_SendNTI
FMEA of F1.3.2_ValidateT ’ H 1 .’ ‘ H s ¢ by
- [ ' 3 . [ - A & b & F1.53_SendnTl
F1.3.2_ValidateT ’ ' s 7 ! . N . K i i
'ﬁ' — ' (385 FMEA of FL.4.1_YalidateTR i ' 5 r : Y, < Spoiled Sending
< Undected YWrong Data 'i' 0' FMEA of F1.3.5_5endMDTTS @ F1 41 valcaleTR a‘ : FMEA of F1.4.4_SendCSR.  FMEA of F1.5.1_ValidateNTI i 4 Mo Sending -
i . el ™ 1 Ial
& Valication hlet Werking ¥ v | & F135 SendhDTTS 4 Undected Wrong Data |/ : 3 F1.4.4_SendCsR & F1.51_VaidateNT| s .
_<}7Erroneous Iniput 4 v | 4 Spoiled Sending 4 Validation Mot Warking ' ' <+ Spoiled Sending - < Undected Wrong Data E X :
V| 4 Mo Sending 3 ! 1 <+ Mo Sending dal 4 Validation Not Working | TTER of F1.5.2 YaldateNTIValus
FMEA of F1.3.3_ValidateaT " 4 Erroneous Input ' ' in
_‘ 1 i ] < Ertoneous Input - ﬂ- F1.5.2_ValichateMTlalue
4 F1.3.3 ValidateAT FMEA of F1,3.4_ComputeMDTTS FMEA of F1.4.2_ValidatenDTTS FMEA of F1,4,3_ComputeCSR < Erroneous Yetification
Undected W Drat: A
i N; g me " r;;fcin 1 [ F134_ComputenDTTS £ F1 4.2 ValdateNDTTS & F1.4.3_ComputeCsR < Merification stopped
& Erronegus’\:'n t e < Erroneous Comptation of NDTTS < Undected Wrong Data <+ Erroneous Computation OF C:R
P < Mo computation of NDTTS <= “alidation Mot Working <+ Mo Computation Of CSR
<+ Erroneous Input
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PHA — SHA modelling concepts

PHA

|ldentify accident
scenarios

SHA

*Exhaustive analysis of
all function failures

Wirong travel direction |

w1 Traceability Companion

i imofis 1)

A
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
L

éﬂ\lorma\ aperation at Any phase in Any zonew

5 Phase : Any phase
-zi Wode : Marmal operation

Zone : Any zone

7 < <Preventive Barrier: >
‘TrainSystem

F1_TrainSystem issue

Callision with another train
By Wrong travel direction

Injuries - catastrophic

Mominal mode of F1.4.2_validateNDTTS.

put event specification

nput event specification

& MDTTS_in
4 erronecus

& NOTTS in
< void

Failure mode: Undected Wrong Data
System effects description: The
campukation of C3R is erronsous

The function
<F1 4_ATP_CC> goesin

state: <Erroneous
Message

Failure mads; Yalidation hot Working |
System effects description: The
computation of C5R s stopped

| The Function

<Fl.4_ATP_CCx goesin
stater <Hio Message

}Dta| effects description: The validity of NDTTS)
is nok correctly tested

Local effects description: The Function is
stopped

F?utputs specification of NDTSSJaI\dataa[
) NDTSS_Validated
< erronsous

ﬁutputs Specification of NDTSS,Vahdatea]
4 NDTSS _Validated
4 waiel

Failure mode: Erraneaus Input

Syskem effects description: The
computation of SR is stopped

The Function
<Fl.4_ATP_CC>qgoesin
state: <o Message >

[Local effects description: The function get an
erronecus (o no) valus and then doss not..

ﬁutputs Specification of NDTSSJahdateq
4 MDTSS Yalidated
4 waid

DSL for PHA & SHA interoperable with SysML
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From document Build DSL for Safety early

validation with
formal modelling

(Altarica)

basebaSSEe (;cosnéodel safety activities

(SysML) (PHA — FMEA)

Traceability

Model Based Approach
Traceability between SysML and Safety DSL
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Modelling artefacts Traceability: System to Safety
|

omen || saey
Block Barrier
Activity Function Fmea
Operation Low level function Fmea

&
&
&
&
&
g

Requirement Safety requirement

Port/Parameter Function input/output

Constraint (VSL) Condition of failure
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Traceabillity inside Safety model : Failure
decomposition

Failures of low level functions develop to system a ccidents:

System level

Failures at level i+1 are causes of failures at lev

ALSTOM
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Propagation of errors

' Fmea F1 e 4 Fmea F2 N

Fmea F2.1
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Error are propagated
through dataflow links

!

An erroneous value as input
can be the cause of a failure
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From document Safety early

base SE to model sz;glcd Ecstilx_/ijc:?ers validation with
based SE y formal modelling
(SysML) Flr= Siles) (Altarica)
Traceability
U

Model Based Approach
Formal semantic for safety DSL

Automatic translation
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Formal semantic for Safety DSL

Why?
— To generate the fault trees,

— To compute the sequences,
— To preform early validation of the system safety;

What?

— Guarded Transition System: Altarica (Thesis — Point, G.
2000)

How?
— Control flow (event, guard): to model the occurrences of

failures,
— Data flow: to study errors propagation;

ALSTOM
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Altarica overview

Textual Syntax to describe GTS NLs=me N2s=me [

/."'H.a \J.ﬂ

‘ MN1.s=false N2 s=true :} N1.s=true M2 s=false :}

* Hierarchy of Nodes
e Node Elw.hl:{-rb

e Sub-Nodes

 Data Flow connectors (in/out) -
3 state = : hool;

¢ Events g jT;I]:jI-ItlSSS:T—t;u?; 3 1= not 3;

* States g =

. 2 node Main

e Transitions .

 Assertions oo
http://altarica.labri.fr
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Translation - Overview

Traceability links (hand made)

B 0 ey Safety

N
[ F ) PHA
p, O X / \
T s e fmea fmea
,FL£E?FEL§£; Ve F1 1
3 = e = fmea fmea fmea
(P Rz (1) F1.1 F1.2 F2.1
Gives dataflow view Gives control view

Altarica
Node
- PHA
Node | /Node
F1 F2
Mode | Node Node

1.1 ) F1.2 \ F2.1

Translation (automatic)
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Translation of leaf FMEA

Node f1 1
flow
ctxt : ContextType : in;

% f1.1(ini:T1,outo:T2) i : DysData : in;

o : DysData : out;
event

evtl,cstr_fail;
state

| Mominal mode of F1.1

/

ac i st:{Nominal,Faill,Fail2,Fail3};

Failure Caus

trans
ctxt=c1 |- evtl ->st:=Fail1;

oo™ any mode at Any phase in SwitchCrassing [C1])
"evkl"
happened 32 Any phaze
|ow| A0y mode

100 SwitchCrossing true |_Cstr_fa|| - St::FaIIZ;

\ S — I=erroneous|- -> st:=Fail3;
. . Fai ; i : Fai
Failure mode: Fail l J Failure mode: Fail3 ass ert
case{ st = Nominal :
o=correct,

o i o L2 ] ) F .l 1 .
st = Faill
o=TooHigh,

st = Fall2 : o=Void,
st = Fail3 :
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Translation of intermediary FMEA

fi

yL: T3
y2 Tl
y3: T2

he function <f1.1 is
in state: <Faill=

\The function <f1.1%is

he function <f1.1> is The funchion <f1.2:= is

in state: <Fail2=

in state: <Fail3= in state: <Faill=
. =

5
d

vwstem effects
escription: ...

Hazard

System effects I

l fOrissue . ‘
—" ]
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Node f1

sub
fllinst: fl_1;
f12Inst : f1_2;
flow
ctxt : ContextType : in;
yl : DysData : in;
y2,y3 : DysData : out;
state
st:{Nominal,Faill,Fail2,Fail3};
trans
fllinst.st=Faill|- ->st:=Faill
fllinst.st=Fail2|- ->st:=Fail2
fllinst.st=Fail3 or
f12Inst.st=Faill
|- -> st:=Fail3
assert
fllinst.ctxt=ctxt; f12Inst.ctxt=ctxt
yl = f12inst.i;
f12Inst.o= fllInst.i
y2 = flllnst.o; y3 = f12Inst.o;

TRANSPORT
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Translation of PHA

El Swskem
T_, ownedBehavior (1)
= L, classifierBehavior {1}
E-d8 fo
----- h Diagram FO
-1, ownedBehavior (2)
=t node (3)
(@) F1
- f2
= f3
E-t edge (3
- ObjFlowt
- ObjFlowz
- ObjFlow3

QT < <Preventive Barrier >

I8 Hazard | ”“] L-'- System
3
|
|

L™ FO issue

1
ﬁ-:‘ Mormal operation at Standstil in Statiu:ﬁ

&% Phase . Standstil
|| Mode ; Mormal operation
JUU Zone @ Station
o
‘ - cakastrophif ; Accident By
' Hazard
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Node PHA
sub
flinst : f1; f2Inst: f2;
f3envinst:f3env;
Ctxtinst:CtxtNode;
State

Accident:{No,AccByHazard};
trans

ctxt=cl and

(flinst.st=faill or ...) and

(f2Inst.st=Fail2 or ...) |-

->Accident=AccByHazard,

assert

f3envinst.z= fllnst.y1;

f2Inst.wl= flinst.y2;

f2Inst.w2=flinst.y3;

Ctxtinst.ctxt=f2Inst.ctxt;

Ctxtinst.ctxt=flInst.ctxt;
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Automatic Environment generation

The function 2 is not dysfunctionally specified yet

node f2env

correct

void . TooHigh

/

erroneous

A generic node is created to close the model (wrt dataflc
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Conclusion

Achieved work

MBSE process that integrates both system and safety
*DSL for PHA & FMEA on EMF (Obeo Designer)
*Model transformation from DSL & SysML to Altarica

Computation of accident sequences on a sample model
(SD9)

Benefits
*Traceabillity links between system and safety models
*Formalize the safety analysis with GTS semantic

*Generate complicated Fault trees and Accident
Seguences
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Alstom Transport
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